System Administrators’ Responsibilities

System administrators and providers of College information technology resources have the additional responsibility of ensuring the integrity,
confidentiality, and availability of the resources they are managing. Individuals in these positions are granted significant trust to use their
privileges appropriately for their intended purpose and only when required to maintain the system. Any private information seen in carrying out
these duties must be treated in the strictest confidence, unless it relates to a violation or the security of the system.

Although information technology providers throughout the College are responsible for preserving the integrity and security of resources, security

sometimes can be breached through actions beyond their control. Users are urged to take appropriate precautions such as safeguarding
accounts and passwords and promptly reporting any misuse or violations of the policy.
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